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With its introduction in the late eighties, the internet has fundamentally reshaped our world; be it in the way we communicate, interact, and conduct ourselves. Conducting business over the internet is also a new frontier with its norms and values still being formulated. There are many issues that the internet brings to light and poses to be resolved or defined. Such things as Jurisdiction, rights of the customer, rights of the vendor, security and many other issues are being slowly condensed into normalcy and defined. The focus of this particular paper will deal mostly with domain name issues, more specifically who has rights to a domain name when two parties contest its true ownership.


First off, since the crux of this discussion rests on Domain names, it must be first spelt out what exactly a domain name is and why it is of such importance and relevance. The Domain Name System, or DNS, is the tool used to differentiate websites from one another. In Campbell’s legal issues in electronic commerce, the domain name was defined as the alpha-numeric avatar for the vendor server’s IP address, which would be readily recognizable by the human eye more easily than a string of numbers (Campbell, 2002, p180). The reason such a name is important is that it serves as the vendor’s docking port in the vast sea of information, and as such it is a commodity. The domain name is not only an avatar for the server’s IP address but for the business itself, since people identify things in this world by the title it is referred to in language. 


A problem had arisen soon after the advent of registering domain names became a commercial reality. Some people had come to the realization that one could purchase a domain name of perhaps a well known business or any name for that matter, as long as it was a name that was of interest to any party, and then either offer that name for sale or, as what had become a popular practice, rather ransom the name and threaten to sell it to a competitor for example. This had become quite a profitable practice, as the registering price for a domain name typically would only be a few hundred dollars while some of the asked for, and some attained, prices were well into the thousands (nolo site).


This general practice of registering, selling or using a domain names that use the names of existing businesses with the intent of profiting from the goodwill their trademark had been given name terms such as “cyber-squatting” or “cyber-piracy”, and became a huge issue because the agency set up by the National Science Foundation called Network Solutions Inc (NSI), was unable to handle disputes that arose in a consistent and efficient manner. NSI’s policy was riddled with problems and because of the global nature of domain names; they had to grapple with many different jurisdictions, for which NSI was unable to cope (Campbell, 2002, p181). Since most of these domain name disputes resulted in costly litigation, compounded with the Court’s inexperience with the internet’s technological and legal evolution, the formation of the International Ad Hoc Committee (IAHC) was an attempt to set up a credible system as an alternative to the court system (Campbell, 2002, p185). It was comprised of many internet and intellectual property groups of which WIPO was a chief participant, IAHC drafted the Uniform Domain Name Dispute Resolution Policy (UDRP) which was subsequently  adopted by the Internet Corporation for Assigned Names and Numbers (ICANN), the institution set up to execute the Policy. 

After assuming control of domain name registration in 1999, ICANN began implementing the Uniform Domain Name Dispute Resolution Policy (UDRP) as its policy for resolution of domain name disputes. This international policy results in arbitration, since the UDRP favors the non-court procedure for resolving disputes using neutral third party arbitration panel to hear the dispute and not litigation. An action can be brought by any party who complains (referred to by ICANN as the “complainant”) that the domain name owner of a domain name (referred to as the “registrant”) has (1) a domain name is identical or confusingly similar to a trademark or service mark in which the complainant has rights (2) the registrant has no rights or legitimate interests in the domain name, and (3) the domain name has been registered and is being used in bad faith. (Campbell, 2002, p204-205). All of these elements must be ascertained to be true by the panel, in order for the complainant to succeed. If the complainant prevails, the domain name will be canceled or transferred to the complainant, but financial remedies are not available under the UDRP. 

In the wonderful new era of the internet, the necessity for some order in the new frontiers of online business gave birth to The Canadian Internet Registration Authority (CIRA) is a Canadian equivalent of ICANN that applies its own version of the UDRP to domain name dispute resolution. In Canada, rather than adopting the UDRP outright, adopted a modified Policy was drafted and with it a new organization was formed called CIRA. With a distinctly Canadian slant, CIRA was to only hear domain name disputes resulting from Top-Level-Domain names ending with .ca. The Policy’s goal was to provide an “efficient and cheap” resolution process as opposed to litigation (Para 1.1 of the Policy). In this setting two parties, having mandatory signed an agreement with their service providers to submit all disputes of a domain name nature before a Cira Panel for resolution, would submit their statements. In the policy, many references to the Canadian Trademarks act are made, since many of the guidelines for ascertaining such rights are set out in paragraph 9 of the Act. It will be discussed that a bias inherent in the Policy towards holders of trademarks would lead to a majority of decisions being decided in the favor of the Complainant. This effect has lead many registers of domain names to deal with dispute resolution mechanisms that have a higher Complainant to Registrant decision ratio; this has been dubbed “forum-shopping”.

The ICANN model of a nonprofit nongovernmental and broadly representative entity was adopted in many countries. In Canada, .ca domain names had been registered on a volunteer basis by the registrar at the University of British Columbia since 1988 (Campbell, 2002, p211). The Internet community agreed that the original rules and mode of operation had to be changed with the increase in usage and rapid commercialization of the Internet. In 1997, at the Canadian annual Internet conference in Halifax, Nova Scotia, the Canadian Internet community, decided to undertake reform of the dot-ca Registry. The Canadian Domain Names Consultative Committee (CDNCC) was created and it was recommended that a nonprofit, private sector corporation be incorporated to run the dot-ca (.ca) registry. This occurred in December 1998, when the Canadian Internet Registration Authority (CIRA) was incorporated with the mandate to set policy for and to be responsible for operating the .ca internet country code Top Level Domain for all Canadians in an efficient and professional manner.

Rather than adopting the UDRP outright, CIRA decided to undergo a lengthy consultation period release its own CIRA Domain Name Dispute Resolution Policy ("CDRP") on November 29, 2001, to govern disputes over .ca domain name registrations. CRDP was created with the purpose to reflect the maintenance of the .ca domain name, as a Canadian resource, and to provide a forum in which bad faith registrations of .ca domain names would be in the words of the policy, “be dealt with quickly and inexpensively” (Para 1.1 of CRDP policy). Despite bearing a significant resemblance to ICANN's UDRP, CIRA’s first draft of the CDRP had several important differences regarding the bad faith requirement and specific provisions regarding the eligibility of complainants to file and/or to  have domain names transferred to them if they did not meet Canadian Presence Requirements (CPR) (see also Para 15 of the case). 

The CDRP places restrictions on the eligibility of the complainant, requiring that to be eligible to bring a proceeding under the CDRP, a complainant must satisfy the CPR (Paragraph 1.4, CDRP). The other important differences were introduced into the CDRP are most notably that in respect of the third ground of the complaint (bad faith on the part of the registrant), the complainant must show that the “registrant registered the domain name in bad faith”, thus eliminating the requirement under paragraph 4b of the  UDRP to show both use and registration in bad faith ( Para 1.4 of CRDP); the CDRP specifies that a panel will consider that the registrant has a legitimate interest in the domain name, or has registered a domain name in bad faith, “if and only if” the facts of the case correspond to the list of scenarios outlined in the policy (Paragraphs 3.6 and 3.7, CDRP.). The CDRP recognizes provisions of, and adopts language from, the Canadian Trade-Marks Act, for example: the policy refers to Section 9 prohibited marks; the definition of “use” of a mark resembles that of the Trade-Marks Act (from Section 4); the policy discusses how use of a “clearly descriptive” domain name would support a claim to legitimate rights on the part of the respondent (the language is similar to Section

12(1)(b)) (Respectively, paragraphs 3.2(d), 3.5(a) and (b); 3.6(b)CDRP.) The CDRP explicitly recognizes unregistered, as well as registered, trade marks (Para 3.2 CRDP);

The CDRP also resembles the URDP to that extent that a complainant must allege three basic grounds of confusingly similar, no legitimate interest and bad faith (Para 3.1 of CRDP). As is was with ICANN, the party contesting the ownership of a domain name has been termed “The Complainant”, and the party with whom the domain name is registered with is called “The Registrant”.  Like its counterpart, the UDRP, Cira’s Policy principally asked that three tenets be addressed in its Panel Proceedings under paragraph 4.1 of the Policy, and in order to succeed in the Proceeding, the onus is on the Complainant to prove them on a balance of probabilities. the Complainant must provide some evidence that first whether or not the domain name being contested was “confusingly similar” to party citing true ownership in that the “Registrant’s dot-ca domain name is Confusingly Similar to a “Mark”, as defined in paragraph 3.2 of the Policy, in which the Complainant had “Rights” prior to the date of registration of the domain name and continues to have such rights.” The second tenet to be fulfilled before granting the Complainant with the domain name, was whether or not the Registrant had “legitimate Interest” in the name as described in paragraph 3.6 of the Policy. Lastly, it would have to be determined whether or not the domain name had been registered in bad faith as described in paragraph 3.7 of the Policy. 
Even if the Complainant proves the domain name was confusingly similar and that the Registrant had registered the name in bad faith, and provide some evidence of the Registrant not having any legitimate interest, the Registrant will succeed in the Proceeding if the Registrant proves, again on a balance of probabilities, that the Registrant has a legitimate interest in the domain name as described in paragraph 3.6 of the CRDP.

If all three tenets were fulfilled and the Panel decides in favour of the Complainant, then the remedies set out in paragraph 4.3 of the CRDP would be available to the Complainant and are limited to the cancellation of the registration of domain name or the transfer of the domain name registration to either the Complainant or its nominee that fulfills the CPR. 
The facts of the case at hand deals with David Bedford, henceforth know as the Registrant, being alleged by the Government of Canada, henceforth the Complainant, as having registered domain names that were “confusingly similar” to trademarks held by the complainant; to have “no interest” in the domain names, and to have registered the names in “bad faith”. 

The parties to this case are first the Complainant is the Government of Canada and its many Departments and agencies. The Registrant is David Bedford, a resident of Burnaby, British Columbia, Canada.  The Registrant registered numerous domain names, within the time frame of January 7, 1999 to May 1, 2000, in both the .com and .org top level domains. These domain names had incorporated into them similar trade-marks or names that the Complainant, as the Government of Canada, asserts a right to. With the domain names purchased, the Registrant then posted them on his principal site called domainbaron.com offering them and other domain names for sale as well as displaying banner advertisements. The Complainant informed the Registrant by a letter, dated November 19, 1999, that it was not pleased and objected to the Registrant’s practice of buying domain names that have marks or include names in which the Complainant has rights to (Freedman, 2003, Para 11).

This eventually lead to the proceeding known as Government of Canada v. David Bedford a.k.a. DomainBaron.com (Freedman, Para 11(e)) which was decided by a Panel using the UDRP policy under ICANN, in which the Complainant retrieved from the Registrant the 31 domain names. After the issuance of the decision from the case, the Registrant proceeded then to register five .ca domain names between November 9, 2000 and May 29, 2002 (Freedman, 2003, Para 11(f)). 


The Registrant's use of the Domain Names has varied from time to time. They were offered for sale on the Registrant’s domainbaron.com website. Others were used to redirect Internet users to the Registrant’s domainbaron.com website where other domain names were offered for sale. There were also used to redirect Internet users to the Registrant’s governmentofcanada.ca website, which was used to promote atheism. The ecgc.ca Domain Name was used to redirect Internet users to the Registrant’s atheists.net website, which was used to promote atheism. Some were used to redirect Internet users to the Registrant’s landoverbaptist.org website, which was used to promote atheism and included a store where users could purchase anti-religious merchandise. At one or another time, each of the Domain Names (other than ecgc.ca) was used to redirect Internet users to the Registrant’s unitedstatesgovernment.org website, which was used to criticize United States foreign policy (Freedman, 2003, Para 11(g)).

The Panel set out to answer the main issue: Will the Panel transfer the domain names to the Complainant?

Since the Registrant contended that the Complainant did not in fact hold any Rights to the Marks, the first thing the Panel did was to figure out if the names of the Complainant constituted Marks, and if so, did the Complainant  in fact have Rights to them. I must really bring to the attention that the Complainant’s Mark is paramount in determining whether or not the Complainant even has a case. What is considered a Mark is set out in great detail in paragraph 3.2 of the CRDP. Its use is spelt out in paragraph 3.5 and paragraph 3.3 provides for when a person has “Rights” to a Mark.  This takes up the next 38 paragraphs of the proceedings.

Once that had been cleared up the Panel then went on the address the next sub-issue to be addressed was whether or not the domain names registered by the Registrant Confusingly similar to names or ‘Marks’ of the Complainant, such that the complainant gets the domain names?

The Panel was faced with a problem since prior decisions under the Policy were not consistent regarding the test to be applied under Policy paragraph 3.4 (Freedman, 2003, Para 65). Since no definition for “confusingly similar” was provided in the UDRP, decisions made using it couldn’t be used to aid in interpreting this part of the CIRA Policy (Freedman, 2003, Para 64). In trying to determine whether a test to be applied under paragraph 3.5 of the CRDP is of one “resemblance” or of “confusion”, The Panel looked at previous CIRA decisions that had used for each separate test (Freedman, 2003, Para 65).

The Panel examined Policy paragraph 3.4, which provides a definition of “Confusingly Similar” is in the context that when a “ domain name is "Confusingly Similar" to a Mark if the domain name so nearly resembles the Mark in appearance, sound or the ideas suggested by the Mark as to be likely to be mistaken for the Mark” (Para 61). The Policy’s definition of “Confusingly Similar” is stated to be similar to the wording used in the Canadian Trade-marks Act section 9(1) (Freedman, 2003, Para 63). 
The test under Trademarks Act section 9(1) is a test of resemblance based upon imperfect recollection, rather than a test of source confusion and does not include consideration of marketplace factors that are an important part of a source confusion analysis

The Panel makes an excellent point when they make the observation that trying to make a “comparison of domain names and trade-marks without considering marketplace criteria is consistent with the way in which domain names are used…. [by] Internet users [who] often use domain names without knowing the nature and content of the website to which the domain name connects and other marketplace criteria that are important considerations in a conventional trade-mark confusion analysis (Freedman, 2003, Para 63(d)).”

I fully agree with the Panels reasoning that the inherent procedure that is contemplated by the Policy is also not well suited to the kinds of factual determinations involved in a conventional confusion analysis applied in trade-mark infringement disputes. The Panel points out that purpose of the Policy is to be a “relatively quick and inexpensive resolution process”, that’s why panels must make factual determinations based upon written submissions and documentary evidence and that parties are often not represented by counsel. (Though in this case  the Complainant was represented by legal counsel throughout this proceeding. The Respondent was not represented by legal counsel. (Freedman, 2003, Para 10)

The Panel concluded that the test under Policy paragraph 3.4 was a test of resemblance based upon “first impression and imperfect recollection, rather than a test of confusion as applied in cases of trade-mark infringement under the Canadian Trade-marks Act or passing off at Canadian common law (Freedman, 2003, Para 63):” and that therefore the test of resemblance was the appropriate test under Policy paragraph 3.4 (Freedman, 2003, Para 67).

The Panel also concludes that the resemblance test which doesn’t require Marks to be distinct, is consistent with the fact that Marks do not have to be distinctive in order to be advertised under the Trade-marks Act or afforded significant protection under the Trade-marks Act, a complainant may therefore rely upon an official mark advertised pursuant to paragraph 9(1)(n) of the Trade-marks Act in the Proceedings (Freedman, 2003, Para 68).

For the reasons set forth above, the Panel set forth that for each “Domain Name the Complainant must prove (on a balance of probabilities) that a person, on a first impression, knowing the Complainant’s corresponding mark only and having an imperfect recollection of it, would likely mistake the Domain Name (without the .ca suffix) for Complainant’s corresponding mark based upon the appearance, sound or the ideas suggested by the Mark (Freedman, 2003, Para 66).”
The Panel did in fact find that It was ultimately found that the domain names where all “confusingly similar” to trademarks held by the Complainant, except for the canadiancustoms.ca domain name:

In paragraph 131 of the Proceedings, the Panel concluded that the “Complainant has proven, on a balance of probabilities, that each of the Domain Names other than the canadiancustoms.ca domain name is ‘Confusingly Similar’ to a ‘Mark’ in which the Complainant had “Rights” prior to the date of registration of the Domain Name and continues to have such ‘Rights’, as those terms are defined in the Policy.”
The next sub-issue that had to be now addressed was whether or not the Registrant had a legitimate interest in each of the Domain Names. 
In Policy paragraph 4.1 the Complainant is required to provide “some evidence” that the Registrant has no legitimate interest in each of the Domain Names, as described in Policy paragraph 3.6. If the Complainant satisfies this evidentiary burden, the onus shifts to the Registrant to prove on a balance of probabilities that the Registrant has a legitimate interest in the challenged domain name (Freedman, 2003, Para 106). Legitimate interest criteria set forth Policy paragraph 3.6 are satisfied only if the registrant’s use was in “good faith”. The term “good faith” is interestingly not defined by the Policy. The Panel founds, that the Registrant in using the Domain Names for websites that offer other domain names for sale “is not merely incidental to the primary purpose of the websites, and those Domain Names are not used for a “non-commercial” purpose within the meaning of Policy paragraph 3.6(d).” (Freedman, 2003, Para 114).
The Panel carefully considered the circumstances at hand, as well as the prior disputes between the parties regarding the Registrant’s registration and use of other domain names. The Panel found that the non-commercial content of the Registrant’s websites, including the criticism of religion and the promotion of atheism, was “a contrived attempt to avoid the application of the Policy (Freedman, 2003, Para 115).” 
As such I feel the Panel rightly decided that the Complainant has had fulfilled its onus to provide  some evidence that the Registrant has no legitimate interest in each of the Domain Names, as described in paragraph 3.6. The Registrant has not proven, on a balance of probabilities, that he has a legitimate interest in any of the Domain Names, as described in paragraph 3.6. (Freedman, 2003, Para 133).

The last sub issue addressed was whether the Registrant obtains the domain names in “Bad Faith”?

Policy paragraph 4.1 requires the Complainant to prove, on a balance of probabilities, that the Registrant registered each of the Domain Names in bad faith, as described in Policy paragraph 3.7 (Freedman, 2003, Para 118, 119).
I believe that in light of the evidence the Panel made the correct decision in finding that the “Registrant registered the Domain names to prevent the Complainant from registering its Marks as domain names has engaged in the requisite pattern of registering domain names in order to prevent persons who have “Rights” in “Marks” from registering the “Marks” as domain names”. It should be mentioned that the Panel only came to this finding based upon the ten Domain Names registered by the Registrant in the dot-ca domain that are the subject of this proceeding (Freedman, 2003, para128).
The Registrant submitted a statement that indicates that his purpose in registering the Domain Names was to sell the Domain Names, the referenced offer was for a price of $300 for each Domain Name and was communicated by email on April 22, 2003 (Freedman, 2003, Para 125).. Based upon the Registrant’s own incriminating evidence, the Panel came to the conclusion that the Registrant registered each of the Domain Names primarily for the purpose of “selling, renting, licensing or otherwise transferring the registrations of the Domain Names to the Complainant for valuable consideration in excess of the Registrant's actual costs in registering the Domain Names (Freedman, 2003, Para 128).”
It would seem pretty evident that the Registrant registered and is using the Domain Names in bad faith because the Registrant registered the Domain Names to prevent the Complainant from registering its marks as domain names, and has engaged in a pattern of doing so, therefore Complainant has proven, on a balance of probabilities, that the Registrant registered each of the Domain Names in bad faith as described in paragraph 3.7 of the Policy.

 The Panel found that because the Registrant had prevented the Complainant from engaging in the proper use of the domain names for which it had rights to, the Registrant was found to have registered the domain names in “Bad Faith” and therefore the domain names were transferred over to the Complainant:

As an epilogue, it is interesting to note that as yet the statscanada.ca domain name still redirected to David or “Darwin” Bedford’s undojesus.org atheist site as of the time this paper was being written, however now it doesn’t. The canadiancustoms.ca name however still does redirect to the atheist site:

What is the status with the websites now: 

governmentofcanada.ca = msn search

gouvernementducanada.ca = fixed

ecgc.ca = I’m guessing its fixed, msn search

publicworkscanada.ca = fixed, msn search

statcanada.ca = redirects to “http://www.undojesus.org/index.html”

statscanada.ca = fixed, well actually just doesn’t work… msn search 

theweatheroffice.ca = msn search

transportcanada.ca = fixed

weatheroffice.ca = msn search


Why did the Panel decide in this way? The one thing I can say about the Panels reasoning process and modus operandi concerning how they derived and denoted trademark rights was by referring the Trademark’s Act every two or three sentences. Other than their propensity on relying so much on the Trademark’s Act and not referring to other acts for a more balanced review of legislature, I would conclude that for the most part the Panel did make very astute and clear-headed judgments. 


As far as the impact of this, and like decisions, ultimately the rights of the trademark holder of the name similar to the domain name, seems to be upheld. As the trend continues how far the Complainant’s (especially a trademark holder) do rights go until the rights of the registrant is considered? In a study conducted by Professor Michael Geist of Ottawa University, it was found that: 

“Simply put, complainants win more frequently with WIPO and the NAF than with eResolution. The statistical data, which has remained consistent since the introduction of the UDRP, shows that complainants win 82.2% of the time with the WIPO, 82.9% of the time with the NAF, but only 63.4% of the time with eResolution. Since outcome is what matters most to complainants, they have rewarded WIPO and the NAF with an overwhelming share of the UDRP caseload. Despite the highest fees, neutral rules, and low-key marketing, WIPO commands 58% of the UDRP caseload, compared with 34% for the NAF and a paltry 7% for eResolution (Geist).”

In a similar Wipo case, a similar situation where the Registrant registered a domain name “bodyshop.com” had the domain name transferred by the Panel of that case to the Complainant, The Body Shop. The difference in that case however was that the Registrant did not reply with any statement. Other than that procedural difference, the case was decided in a very similar way.

In conclusion, more of the same is needed and these Policy driven decisions provide an excellent alternative to the costly venture that is litigation. It seems that the trend is lending itself to favoring one side, yet down the line with the addition of other levels of domain names these issues will become mute.

It would seem, despite the general trend of protecting Trademark holders from cyber squatters, that Registrants who do not have rights to a Mark in their Domain Name puts them at an disadvantage if for instance they operate a website criticizing the actual holder of the trademark. 

I would think that in a civil democratic society, it we need to have a critical web sites like belindasux.org (fictional example) as well as to have an official websites like belindastroncach.com (fictional example), or to have access to a critic's opinions (whether right or wrong) at mcdonaldsfoodkills.com (fictional example) than one more sweetness and light corporate web site like mcdonalds.com 

A possible solution could be the setting up of new Top Level Domains dedicated to parody and critique were suffixes such as .sux could be used. There is no technical reason why an infinite number of these couldn't be made available in short order. One would hope then that the government enacts legislation preventing corporations from buying those up and restricting these .sux Top Level Domains to private use.
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