Test 2: Modules 4 Through 12

Module 2: History of Computers and Computer Parts
· Computer: advanced digital device that reads information, executes and processes instructions and data, and produces output
· Potential early examples:
· Abacus
· Ismail al-Jazari’s programmable analog computer in the 12th century
· Charles Babbage’s analytical engine in the 19th century
· First electrical example appeared in the early 20th century
· Computers have gone through 3 main generations since the creation of the first electrical computer
· First generation (1937-1949): First example created in 1937 by Dr. John V. Atanasoff and Clifford Berry, called the Atanasoff-Berry Computer (ABC) and used vacuum tubes, includes Electronic Numerical Integrator and Computer (ENIAC) built in 1943
· Second generation (1950-1963): transistors replaced vacuum tubes, first commercial example was the Universal Automatic Computer (UNIVAC 1). This generation had both memory and operating systems, and both printers and storage media date to this generation
· Third generation (1964-present): transistors are replaced by integrated circuits (IC) chips and multitasking becomes possible
· Basic parts of a computer:
· Motherboard/Logic Board/Main Board
· Acts as the backbone
· Is where everything connects to
· Central Processing Unit (CPU)
· Main place where processing takes place, like the human brain
· Specs include brand (for compatibility), number of cores, clock speed, cache, and graphics processor
· Random Access Memory (RAM)
· Primary storage
· Closer to the processor, used as temporary storage
· Easier for the CPU to use and faster
· Key factor in speed of a computer
· Secondary Storage Device or Hard Drive
· Stores all the data more permanently than the RAM
· Capacity and speed are main factors
· Power Supply Unit (PSU)
· Provides the power needed to each component
· Protects against surges
· Input Device(s)
· Includes keyboard, mouse, scanner, etc
· Output Device(s)
· Includes monitor, printers, etc
Module 3: Windows Files and Folders
· Files: common unit of data used by computers
· Folders: also called directories, they hold one or more files, used to organize data
· Windows Environment: the onscreen work area provided by Windows, analogous to a physical desktop
· [bookmark: _GoBack]Includes the desktop, taskbar, notification area, control panels, help and user access controls
· Quick Access: formerly called Favorites, provides access to frequently used folders
· File Explorer:
· GUI based tool, used to easily navigate between folders and manage files and folders
· Can also provide some control over various storage options
· Quick Access Toolbar can be used to pin your most commonly used commands and folders
· Ribbon Toolbar is used to manage files and folders, and quickly shows some normally invisible commands (copy, cut, paste, delete, move, rename, etc)
· Navigation and Address Bar make it easy to move back and forth through directories easily
· Search is used to search for files and subfolders in a given folder
· Status Bar displays information about the files and folders including number of files, size, file selection, etc
Module 4: Backups and Viruses
· Reasons: Unintentional changes, hardware failure, corruption
· Ransomeware has taken petabytes of data hostage
· Can affect all internal and external storage, as well as mapped drives
· Can delete shadow copies and restore points
· Backup Options:
· CD/DVD/Blu-Ray discs (take up physical space)
· Hard Drive Snapshot (just a slice in time)
· External Hard Drive (expensive)
· Time Machine for MacOS
· Backup Utility for PCs
· Mobile Device Backup
· Cloud Backup Services
· Backups can be manual or automatic
· Frequency and reliability are major factors
· Cost to recover should be less than value of data
· Should have multiple restore points, but rotated (not keeping each one forever)
· Must test backup scheme periodically
· 3-2-1: 3 copies, 2 onsite (but different), 1 offsite
· RPO: Recovery Point Objective (tolerance for lost data)
· RTO: Recovery Time Objective (maximum downtime during process)
· Backup Methods:
· Full Backup:
· Backs up everything in one go
· Recovery and maintenance are easy and fast, everything is in one place
· Takes longer and more space
· Incremental Backup:
· Only backs up changes from last backup (of any kind)
· Fast, efficient use of memory
· Restoration is slow and complicated
· Differential Backup:
· Backs up changes from last FULL backup
· Middle ground between full and incremental
· Backups are faster and more efficient than full, slower and less efficient than incremental
· Restoration is more complicated than full, but faster than incremental
· Backup Schemes:
· Automatic
· Snapshot-Style
· Ad Hoc
· Mirror
· Full Computer
· Local
· Offsite
· Online
· Malware Types:
· Virus: Replicates and activates 
· Worm: Used networks to replicate
· Trojan: Replicates by being part of something users deliberately install
· Rootkit: Specifically hides in the boot sector of a drive
· Phishing is social engineering rather than malware

Module 5: VM Ware
· Guest OS (on a virtual machine) vs. Host OS (hosts the VM)
· Virtualization: framework for dividing resources between execution environments
· Virtualization examples:
· Storage: presenting all storage as one cohesive unit
· Network: divides bandwidth into distinct channels
· Sever: divides physical server into mini servers that operate independently
· Hardware: improves processor performance 
· Application: dynamically distributes computing resources in real time, can be layered on other types (ex. VM)
· Reasons to use VMs:
· Test (or implement) newer OS’s
· Test (or implement) other OS’s
· Use outdated software (older OS’s, etc)
· Run software for other OS’s
· Testing software on multiple OS’s
· Consolidation
· Moving and Mimicking
· Compiling servers for business use
· Safe environment for potentially infected storage media
· Virtualization from your own desktop

Module 6: Numbers Based Systems
· Binary: Base 2 (0,1)
· Convert to Decimal by positional table, sum bottom row
	1024
	512
	256
	128
	64
	32
	16
	8
	4
	2
	1

	
	
	
	
	
	
	
	
	
	
	


· Convert to Octal by groups of 3, starting from right side
· Convert to Hex by groups of 4, starting from right side
· Octal: Base 8 (0,1,2,3,4,5,6,7)
· Convert to Decimal by positional table (second row digits, third product of first and second)
	16777216
	2097152
	262144
	32768
	4096
	512
	64
	8
	1

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


· Convert to Binary by swapping each digit for 3 digits in binary
	0
	1
	2
	3
	4
	5
	6
	7

	000
	001
	010
	011
	100
	101
	110
	111


· Convert to Hex the hard way (through decimal or binary)
· Decimal: Base 10 (0,1,2,3,4,5,6,7,8,9)
· Convert to Binary: Divide by 2, remainder is next rightmost digit, answer is used in next step. Repeat. (Only works for whole numbers)
· Convert to Octal: Divide by 8, remainder is next rightmost digit, answer is used in next step. Repeat.
· Convert to Hex: Divide by 16, remainder is next rightmost digit, answer is used in next step. Repeat.
· Hexadecimal: Base 16 (0,1,2,3,4,5,6,7,8,9,a,b,c,d,e,f)
· Convert to Decimal by positional table (second row digits, third product of first and second)
	268435456
	16777216
	1048576
	65536
	4096
	256
	16
	1

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


· Convert to Binary by swapping each digit for 4 digits in binary
	0
	1
	2
	3
	4
	5
	6
	7

	0000
	0001
	0010
	0011
	0100
	0101
	0110
	0111

	8
	9
	a
	b
	c
	d
	e
	f

	1000
	1001
	1010
	1011
	1100
	1101
	1110
	1111


· Convert to Oct the hard way (through decimal or binary)
· ASCII character set: https://www.ascii-code.com/

Module 7: Binary Operations and IEEE-754 Standard
· Signed numbers can be positive or negative, indicated by the sign
· Addition between any two signed numbers: last two carries (C(n-1) and C(n-2)) are XOR’ed to determine overflow bit
· Unsigned numbers are positive by default
· Addition: carry flag becomes overflow bit
· Leftmost bit is most significant, rightmost is least significant
· Computer word used to be 32 bits, now becoming 64 bits (based on CPU)
· IEEE-754 Standard
· Number is converted first into binary, then to scientific notation (1.x * 2^y)
· To convert digits after decimal point:
· Multiply number by 2, digit before point is next leftmost digit
· Use digits after point for next multiplication
· Keep repeating until multiplying 0 by 2 
· First bit is the sign
· 0=positive
· 1=negative
· Next 8 bits (11 for double precision) are exponent
· In 1.x * 2^y format, exponent is y
· Exponent is biased by adding 127 (1023 for double precision)
· Last 23 (52 for double precision) bits are mantissa
· After converting to 1.x * 2^y format, mantissa is x
· Trailing zeros are added to have 23 (or 52) bits

Module 8: Boolean Operations
· Boolean operations are logical operations on bits (0/1) named after George Boole
· Basic gates: AND, OR, NOT
	Operation
	Algebraic Symbol
	Distinctive Shape
	Rectangular Shape

	AND
	∧ / ⋅
	[image: AND symbol]
	[image: AND symbol]

	OR
	∨ / +
	[image: OR symbol]
	[image: OR symbol]

	NOT
	¬ 
	[image: NOT symbol]
	[image: NOT symbol]


· Derived gates: XOR, NAND, NOR, XNOR
	Operation
	Algebraic Symbol
	Distinctive Shape
	Rectangular Shape

	XOR
	⊕ / ⊻
	[image: XOR symbol]
	[image: XOR symbol]

	NAND
	↑
	[image: NAND symbol]
	[image: NAND symbol]

	NOR
	↓
	[image: NOR symbol]
	[image: NOR symbol]

	XNOR
	⊙
	[image: XNOR symbol]
	[image: XNOR symbol]



Module 9: CPU
· Central Processing Unit (CPU) does the main calculations (like a human brain)
· Receives input through input devices, executes instructions (found in the input) and processes information, then sends output to output devices
· Parts of the CPU:
· Arithmetic Logic Unit (ALU) performs arithmetic, logical operations, and acts as a gate for data entering/exiting the CPU
· Control Unit extracts instructions from memory, decodes and executes them
· Registers are much faster (easier to access) memory
· Immediate Access Store (IAS), or Random Access Memory (RAM), or primary memory, temporarily holds memory in a queue for the CPU
·  Internal Memory/Front-Side/System/Memory Bus is the connection between various parts of the CPU, facilitates transfer of data
· Clock is the measurement of the speed of the CPU, typically given in GHz these days
· The use of multiple cores allows for each core to act as an independent processing unit, so the OS can break instructions into various “tasks” that can each be executed by a separate processor, resulting in multiple tasks being performed simultaneously (multitasking) 

Module 10: Hard Drives
· Hard Drive: electromechanical storage devices for digital data
· Enterprise Hard Drives
· Almost 100% uptime and usage
· Very reliable
· Expensive
· Requires high standard data integrity
· Difficult to restore
· Desktop Hard Drives
· Designed for 25% uptime per day
· Inexpensive
· Can easily restore with a backup file
· Serial Advanced Technology Attachment (SATA)
· Replaces Parallel ATA (PATA), aka Enhanced Integrated Drive Electronics (EIDE)
· More efficient, faster, thinner than PATA
· Small Computer System Interface (SCSI)
· Similar to SATA
· Employs a controller to manage the connection with the motherboard
· Solid State Drive (SSD)
· State of the art tech, with no rotating plate
· Uses semiconductors instead
· Much faster and more reliable
· More expensive
· Hard drives can be internal (used for OS install and most commonly accessed data) or external (backups or less used data)
· Jumpers
· Used to change the internal circuitry of a component
· Used in hard drives to toggle mode between master/slave
· Also used to set transfer rate in hard drives (SATA-150 or SATA-300)
· Partition: virtual segmentation of a hard drive into multiple areas, typically for organizing data
· System Administrators can be used on Windows
· File Systems allow the computer to organize and retrieve files through an indexing system
· File Allocation Table (FAT) is supported by Windows, very simple and reliable, has best performance
· New Technology File System (NTFS) is now the default for Windows (proprietary to Microsoft), Linux has drivers to support it and MacOS has read-only drivers (disabled by default)

Module 11: Operating Systems
· Operating System (OS): the medium of communication between the user and the machine, it allocates resources for the user
· Batch Operating System:
· Operator identifies and sorts jobs into “batches” for efficient use of resources
· Complex to debug, unpredictable if something goes wrong
· Ex. Bank statement, payroll systems
· Time-Sharing Operating System:
· Assigns time limit for each task, allowing equal opportunity
· Data management can be an issue
· Ex. Unix
· Distributed Operating System:
· Distributed system of loosely couples autonomous systems
· Great for accessing data on a different physical machine
· Very fast and durable
· Main network failure can compromise the entire system
· Ex. LOCUS
· Network Operating System:
· Run on a server
· Great for sharing resource capability
· Tightly coupled, all users are aware of the configuration (unlike Distributed OS)
· Centralized, very stable
· Expensive
· Ex. Windows Server, LINUX
· Real-Time Operating System
· Highly specialized
· Used for time-sensitive application
· Memory is optimized for the use
· Ex. Missile systems, traffic control
· Command Line: space for the user to enter commands to be executed by the machine
· Also called Command Prompt, Shell Prompt
· Console is text only, Terminal is in a GUI window
· https://www.lifewire.com/list-of-command-prompt-commands-4092302 
· Batch File: a file containing a series of commands that are executed in the same way that the command line executes commands from the user
· .bat or .cmd
· http://www.trytoprogram.com/batch-file-commands/ 

Module 12: Electronic Waste, Linux Partitioning, and Computer Market
· Electronic waste (e-waste) is rapidly growing, especially as we become more machine dependent
· Includes all electric and electronic devices that are intended for reuse, resale, salvage, recycling, or disposal
· Can contain hazardous materials
· Can also contain valuable metals and minerals (gold, etc)
· UN estimates that e-waste has more gold than earth (per tonne)
· Until 2008, Ontario allowed putting e-waste in landfills
· Waste Electrical and Electronic Equipment (WEEE) was established in 2009 to oversee e-waste in Ontario with a 5-level program
· The Steward: brand-owners, first importers, franchisers and/or assemblers, they need to file reports and remit payments for electric/electronics they produce
· The Remitter: companies who pay fees to the Ontario Electronic Stewardship (OES) on behalf of the Stewards
· The Service Provider: they collect, transport, consolidate, process, refurbish and reuse accepted materials on behalf of OES
· The Retailer: sellers of electronics, can also be Stewards
· The Customer: can be a business or consumer, they pay a fee on each product to cover cost of appropriate disposal
· Ensure all private data is removed from e-waste!
· Linux partition tools:
· Fdisk
· Text-based, menu-driven command line tool
· Supports multiple partition tables formats, including MS-DOS and GPT
· GNU Parted
· Popular command line tool
· Supports MS-DOS, GPT, BSD and more
· GParted
· Cross-platform, free, graphical
· Can be done without data loss
· Can manipulate file systems like EXT2/3/4
· GNOME Disks (aka GNOME Disks Utility)
· Graphical
· Ships with GNOME desktop environment
· Is expanding available features
· KDE Partition Manager
· Graphical, ships with KDE environment
· Supports EXT2/3/4, BTRFS, NTFS, FAT16/32, XFS, and more
· Qtparted
· Partition Magic clone (proprietary Microsoft software)
· Front-end to GNU Parted
· Still in development
· Don’t buy an overpowered computer, it’s a waste of money
· RAM: needed for application speed, always have (a bit) more than the minimum
· CPU: i3 is entry-level, i5 is mid-range, i7 and i9 are expensive and powerful. Generation matters too
· Screen size and resolution: size affects weight (for laptops), better resolution needed for gaming and video production

Module 13: Networks
· Network: a system where multiple computers are connected together to facilitate communication
· Closed System: a machine not connected to any networks
· Open System: a machine that is connected to some type of network and can be communicated with
· HoHost Name: unique identifier for a machine on a network
· Protocol: defined system of rules to determine how computers can communicate
· Socket: unrepeated combination of port number and IP address
· Semi-Automatic Ground Environment (SAGE): created by the US military, it’s considered one of the first networks
· Advanced Research Projects Agency Network (ARPANET): another example of an early network and considered the birth of the internet, created in 1969 by University of Utah, University of California Los Angeles, University of California Santa Barbara, and Stanford Research Institute
· Reasons for networks:
· Facilitating communication between distant people (email, IM, video conferencing, webinars, etc)
· Making a single piece of hardware available to multiple users (on different machines)
· Making files and data available to multiple users on different machines
· Sharing an OS or other applications to multiple users
· Facilitating gaming between users on different machines
· Topology types:
· Daisy Chain
· Hybrid
· Mesh
· Point-to-Point
· Ring
· Star
· Tree
· Bus
· Types of Networks:
· Local Area Network (LAN)
· Personal Area Network (PAN)
· Home Area Network (HAN)
· Wide Area Network (WAN)
· Campus Networks
· Metropolitan Area Networks (MAN)
· Enterprise Private Networks
· Internetworks
· Backbone Networks (BBN)
· Global Area Networks (GAN)
· The Internet
· Internet Protocol (IP) Address:
· Unique address used to identify each device connected to a network
· Internet Assigned Numbers Authority (IANA) assigns them as IPv4
· 232 IPv4 addresses are available, because it is a 32-bit number
· To find, type “ipconfig” into command line
· Media Access Control (MAC) Address:
· AKA physical address
· Unique to each host
· Associated with the host’s internal NIC
· 48 bits long, usually expressed in hex
· To find, type “ipconfig/all” into command line
· Firewalls are used to control incoming and outgoing traffic
· Network Components:
· Router
· A type of distributor, they are used to exchange data by forwarding discrete amounts of data called packets
· Wireless Router
· A router that has wireless capabilities
· Hub
· Now obsolete, they connect multiple devices and when output is detected from one connection it automatically is sent as input to all other connections
· Switch
· Similar to a hub, but only forwards data to devices that need it
· Bridge
· Similar to a router, but connects multiple networks as if they were one network 
· Wireless Bridge
· A bridge that has wireless capabilities
· Network Cables
· Used to physically connect devices to each other
· Examples are CAT5 and CAT6
· CAT5 RJ-45 is most common these days
· Distributors
· As networks get bigger and more complex, these are a central device that streamline the process by allowing each device to connect to it, and it facilitates the communication between the other devices
· Network Card or Network Interface Card (NIC)
· A piece of hardware that creates a network port in a computer, can be internal or external
· Modern computers frequently have them embedded in the motherboard
· Speed rating is usually measured in Mbps
· Internal NIC:
· Installed into a slot on the motherboard
· Can use Peripheral Component Interconnect (PCI) using a local bus or Industry Standard Architecture (ISA) which uses a standard bus
· External NIC:
· Can be connected using PCI or USB
· Wireless NIC (WNIC) use radio-based frequencies to connect to a network
· Universal Serial Bus (USB)
· One of the most common forms of connecting devices
· Can be used for a wide range of devices
· Usually plug-and-play (no need to reboot)
· New types, including mini, micro and USB-C
· Dynamic IP Addresses
· Change all the time automatically
· Are assigned by the Dynamic Host Configuration Protocol (DHCP)
· Cost-effective, easier, less reliable
· Better option for mobile devices
· Static IP Addresses
· More reliable but more setup required
· Costs money to get one from your ISP (for the modem)
· Can be set within the network
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